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Malware & other “badware” 

 
Malware, short for malicious software, is any software used to disrupt computer 

operations, gather sensitive information, gain access to private computer systems, or 
display unwanted advertising. Malware is defined by its malicious intent, acting 

against the requirements of the computer user, and does not include software that 
causes unintentional harm due to some deficiency. The term badware is sometimes 
used, and applied to both true (malicious) malware and unintentionally harmful 

software.  
Malware may be stealthy, intended to steal information or spy on computer users for 

an extended period without their knowledge, as for example Regin, or it may be 
designed to cause harm, often as sabotage (e.g., Stuxnet), or to extort payment 
(CryptoLocker). 'Malware' is an umbrella term used to refer to a variety of forms of 

hostile or intrusive software, including computer viruses, worms, trojan horses, 
ransomware, spyware, adware, scareware, and other malicious programs. It can take 

the form of executable code, scripts, active content, and other software. Malware is 
often disguised as, or embedded in, non-malicious files. As of 2011 the majority of 
active malware threats were worms or trojans rather than viruses. 

 
Virus 

 
A computer virus is a malware program that, when executed, replicates by inserting 
copies of itself (possibly modified) into other computer programs, data files, or the 

boot sector of the hard drive; when this replication succeeds, the affected areas are 
then said to be "infected". Viruses often perform some type of harmful activity on 

infected hosts, such as stealing hard disk space or CPU time, accessing private 
information, corrupting data, displaying political or humorous messages on the user's 
screen, spamming their contacts, logging their keystrokes, or even rendering the 

computer useless. However, not all viruses carry a destructive payload or attempt to 
hide themselves—the defining characteristic of viruses is that they are self-replicating 

computer programs which install themselves without user consent. 
 
Worm 

 
A computer worm is a standalone malware computer program that replicates itself in 

order to spread to other computers. Often, it uses a computer network to spread 
itself, relying on security failures on the target computer to access it. Unlike a 

computer virus, it does not need to attach itself to an existing program. Worms 
almost always cause at least some harm to the network, even if only by consuming 
bandwidth, whereas viruses almost always corrupt or modify files on a targeted 

computer. 
 

Trojan Horse 
 
A Trojan horse, or Trojan, in computing is any malicious computer program which 

misrepresents itself to appear useful, routine, or interesting in order to persuade a 
victim to install it. The term is derived from the Ancient Greek story of the wooden 

horse that was used to help Greek troops invade the city of Troy by stealth. 
Trojans are generally spread by some form of social engineering, for example where a 
user is duped into executing an e-mail attachment disguised to be unsuspicious, (e.g., 

a routine form to be filled in), or by drive-by download. Although their payload can be 
anything, many moderns forms act as a backdoor, contacting a controller which can 

then have unauthorized access to the affected computer. While Trojans and backdoors 
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are not easily detectable by themselves, computers may appear to run slower due to 

heavy processor or network usage. 
Unlike computer viruses and worms, Trojans generally do not attempt to inject 

themselves into other files or otherwise propagate themselves. 

 

Spam 
 
Spamming is the use of electronic messaging systems to send unsolicited messages 

(spam), especially advertising, as well as sending messages repeatedly on the same 
site. While the most widely recognized form of spam is email spam, the term is 

applied to similar abuses in other media: instant messaging spam, Usenet newsgroup 
spam, Web search engine spam, spam in blogs, wiki spam, online classified ads spam, 
mobile phone messaging spam, Internet forum spam, junk fax transmissions, social 

spam, television advertising and file sharing spam. 
 

Hoax 
 
A hoax is a deliberately fabricated falsehood made to masquerade as truth. It is 

distinguishable from errors in observation or judgment, or rumors, urban legends, 
pseudosciences or April Fools' Day events that are passed along in good faith by 

believers or as jokes. 
 
Phishing 

 
Phishing is the attempt to acquire sensitive information such as usernames, 

passwords, and credit card details (and sometimes, indirectly, money), often for 
malicious reasons, by masquerading as a trustworthy entity in an electronic 
communication. 

Phishing is typically carried out by email spoofing or instant messaging, and it often 
directs users to enter details at a fake website whose look and feel is almost identical 

to the legitimate one. 
 
Ransomware 

 
Ransomware is a form of malware that encrypts a victim's files. The attacker then 

demands a ransom from the victim to restore access to the data upon payment.  
 

Users are shown instructions for how to pay a fee to get the decryption key. The costs 
can range from a few hundred dollars to thousands, payable to cybercriminals in 
Bitcoin. 

 
Clickjacking 

 
Clickjacking is an attack that tricks a user into clicking a webpage element which is 
invisible or disguised as another element. This can cause users to unwittingly 

download malware, visit malicious web pages, provide credentials or sensitive 
information, transfer money, or purchase products online. 

 
Typically, clickjacking is performed by displaying an invisible page or HTML element, 
inside an iframe, on top of the page the user sees. The user believes they are clicking 

the visible page but in fact they are clicking an invisible element in the additional page 
transposed on top of it. 
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The invisible page could be a malicious page, or a legitimate page the user did not 

intend to visit – for example, a page on the user’s banking site that authorizes the 
transfer of money. 

 


